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DNS



DNS: Domain Name System

* Why DNS?
- People : Unigue keys to match (ex. Student
Number, Name, etc)
* Domain Name System :

- Distributed database

* Implemented by hierarchical structure of name
servers.

- Application-layer protocol
* Runs in application-layer.



DNS: Domain Name System

* DNS Services

- Host to IP, IP to Host transition (sparcs.org
{->143.248.234.102)

- Host aliasing
 Canonical names

- Load distribution

* One domain name, multiple IPs(Server)

- Whenever query asks domain to IP transition, it retur
ns IP by rotating the set of IPs.



Name Servers

Root DNS Servers

/\

com DNS servers org DNS servers 69\13 Seﬁrs
/ \ poly.edu umass.edu
ahoo.com  amazon.com pbs.org
g)NS servers DNS servers DNS servers DNS serversDNS servers

* Root name server
* Top Level Domain server
* Authoritative DNS Server



DNS zone, DNS Domain

Domain Name Space
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Domain Name: HOW TO READ

* common.example.com.

- Split above with ‘.’ and read from the right
° ’] ©
2. 'com’
* 3. ‘example’
* 4 ‘common’

- The rightmost ‘. represents root domain ser

ver.



http://www.example.com/
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DNS records

DNS : 2|4 ~ &2 & (Resource Record)
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DNS records : types and classes
“hpe lCode| em

A 1 A host address 32bit IPv4 &4
AAAA 28 IP6 address 128bit IPv6 T4
NS 2 An authoritative name server 4| AH =04 2l 4 & X|H
CNAME 5 The canonical name for an alias Alias = 0| @1 | & X|HE
SOA 6 Marks the start of a zone of authority Zone2| &8 HE X|H

MX 15  Mail exchange H 2 M| = ol 4 X|H

Decimal Hexadecimal
Mame [I]
(H] = 000 Reserv=d
1 C= 0001 Internet (1D
= =000z Hnassigned
3 O= 0003 Chaos ((C”TH)
A C= 0004 Hesiod (HS)
HE-253 = O00% -0 00FD Hnassigned
254 O=0O0OFE DIZLSaS5S HMORE
255 0= 0O0OFF CIHCLASS = (ARY)
2BE-65279 =01 O0-0=<FEFF Hnassigned
EB5280- = FFOO0-0=FFFE Reserved for Private
E55354 ==
BE5535 = FFFF Reserv=d




DNS records

RR format: (name, value, type, ttl)

® Type=A ® Type=CNAME
* name IS hostname * name IS alias name for some
* value is |IP address “canonical” (the real) name
° www . ibm.com IS really
- name is domain (e.g. foo www.ibm.com.cs186.net
.com) * value is canonical name

- wvalue is hostname of au
thoritative name server fo  yne=mx

or this domain e value is name of mailserver

associated with name



DNS records

* Type = SOA (Start of Authority)

- @ IN SOA Source_host Contact_Email ( seri
al number, refresh, retry, expire, min_TTL)

- SOA = DNS zone file 9] HBHMO| S0{7}= r
ecord 2 , Start of Authority 2= O|S0f|A &
o U=0| OH':F domain O] CHst ZEE 7\1|—'—or
= O Q0 712 AEHSt source 2= A indic
ate orC}




Basic usage of dig

* dig @server domain type
- ‘server’ is DNS server we’ll look for domain
- ‘type’ is DNS record type we’ll look for.
* dig @server -Xx ip type
- |P to Domain lookup.
- Other params are the same.

* For more,
http://www.thegeekstuif.com/2012/02
/dig-command-examples/



http://www.thegeekstuff.com/2012/02/dig-command-examples/
http://www.thegeekstuff.com/2012/02/dig-command-examples/

DNS &5

Search ‘sparcs.kaist.ac.kr’ iteratively and from t
he IP, search domaln name.




BIND



BIND

* Berkeley Internet Name Domain

* Probably the most widely used DNS prot
ocol implementation



DNS Server types

* Caching Server
- Previous local DNS server-like setting
* Primary Master Server
- DNS service handles Domain <-> IP queries.

* Secondary Master Server

— This is Slave DNS server of Primary. For eme
rgency, though primary DNS goes down, ac
tive Secondary master server would active a
nd can resolve DNS queries.



DNS->IP In machine

* 1. Find it first from /etc/hosts

* 2. Ask DNS server stated in /etc/resolv.co
nt

* When we test DNS service we've made,
we need to modify /etc/resolv.conf



BIND essential files

* /etc/bind/named.conf*
- .options
- .local

* For SPARCS DNS service,
- db.SPARCS.NET
- db.SPARCS.ORG
- sparcs.conf



db.* format




rndc

* Remote name daemon control

* Need to add this lines to named.conf

controls {
inet 127.0.0.1 allow
keys { <key name) ]



rndc

* rndc options) {command) {command-optio
ns)
- halt : stop named immediately
- querylog : log all query made to this named
- Refresh : refresh named database
- Reload : reloads the zone files
- Stats : dump the current named statistics

- Stop : Stop server, after dynamic update and do |
XFR

* rndc.conf QA 7|2 24S ==L,



DDNS
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Recommended reading

* hitp://
ftp.isc.org/isc/bind9/cur/9.9/doc/arm/
BvOARM pdf

- BIND & O|&v0t= A|AE! 22|AF et @A
0|2|0f 2|0 LSt DNS

M5t



http://ftp.isc.org/isc/bind9/cur/9.9/doc/arm/Bv9ARM.pdf
http://ftp.isc.org/isc/bind9/cur/9.9/doc/arm/Bv9ARM.pdf
http://ftp.isc.org/isc/bind9/cur/9.9/doc/arm/Bv9ARM.pdf

Reference

* EE323 Kyungsoo Park’s lecture slide
* BIND 9 Administrator Reference Manual
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