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DNS



DNS: Domain Name System

• Why DNS?
– People : Unique keys to match (ex. Student 

Number, Name, etc)

• Domain Name System :
– Distributed database

● Implemented by hierarchical structure of name 
servers.

– Application-layer protocol
● Runs in application-layer.



DNS: Domain Name System

• DNS Services
– Host to IP, IP to Host transition (sparcs.org 

<-> 143.248.234.102)
– Host aliasing

● Canonical names

– Load distribution
● One domain name, multiple IPs(Server)

– Whenever query asks domain to IP transition, it retur
ns IP by rotating the set of IPs.



Name Servers

• Root name server

• Top Level Domain server

• Authoritative DNS Server

Root DNS Servers

com DNS servers org DNS servers edu DNS servers

poly.edu
DNS servers

umass.edu
DNS servers

yahoo.com
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amazon.com
DNS servers

pbs.org
DNS servers



DNS zone, DNS Domain

• Zone :  some subsets of Domain



Domain Name: HOW TO READ

• common.example.com.
– Split above with ‘.’ and read from the right

● 1. ‘’
● 2. ‘com’
● 3. ‘example’
● 4. ‘common’

– The rightmost ‘.’ represents root domain ser
ver.

http://www.example.com/


Iterative Search
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swan.kaist.ac.kr

www.princeton.edu

root DNS server

local DNS server
ns.kaist.ac.kr

1

2
3

4

5

67
8
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dns.princeton.edu



Recursive Search
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DNS records



DNS records : types and classes



12

DNS records

 Type=NS

– name is domain (e.g. foo
.com)

– value is hostname of au
thoritative name server f
or this domain

RR format: (name, value, type, ttl)

 Type=A
● name is hostname
● value is IP address

 Type=CNAME
● name is alias name for some 

“canonical” (the real) name
  www.ibm.com is really
  www.ibm.com.cs186.net

● value is canonical name

 Type=MX
● value is name of mailserver 

associated with name



DNS records

• Type = SOA (Start of Authority)
– @ IN SOA Source_host Contact_Email ( seri

al number, refresh, retry, expire, min_TTL)
– SOA 는 DNS zone file 의 첫번째에 들어가는 r

ecord 로 , Start of Authority 라는 이름에서 알 
수 있듯이 해당 domain 에 대한 정보를 제공하
는 데 있어 가장 정확한 source 라는 것을 indic
ate 한다 .



Basic usage of dig

• dig @server domain type
– ‘server’ is DNS server we’ll look for domain
– ‘type’ is DNS record type we’ll look for.

• dig @server –x ip type
– IP to Domain lookup.
– Other params are the same.

• For more, 
http://www.thegeekstuff.com/2012/02
/dig-command-examples/

http://www.thegeekstuff.com/2012/02/dig-command-examples/
http://www.thegeekstuff.com/2012/02/dig-command-examples/


DNS 실습

• Search ‘sparcs.kaist.ac.kr’ iteratively and from t
he IP, search domain name.



BIND



BIND

• Berkeley Internet Name Domain

• Probably the most widely used DNS prot
ocol implementation



DNS Server types

• Caching Server
– Previous local DNS server-like setting

• Primary Master Server
– DNS service handles Domain <-> IP queries.

• Secondary Master Server
– This is Slave DNS server of Primary. For eme

rgency, though primary DNS goes down, ac
tive Secondary master server would active a
nd can resolve DNS queries.



DNS->IP in machine

• 1. Find it first from /etc/hosts

• 2. Ask DNS server stated in /etc/resolv.co
nf

• When we test DNS service we’ve made, 
we need to modify /etc/resolv.conf



BIND essential files

• /etc/bind/named.conf*
– .options
– .local

• For SPARCS DNS service,
– db.SPARCS.NET
– db.SPARCS.ORG
– sparcs.conf



db.* format



rndc

• Remote name daemon control

• Need to add this lines to named.conf
controls { 

inet 127.0.0.1 allow

keys { <key name> ]

}



rndc

• rndc <options> <command> <command-optio
ns>

– halt : stop named immediately
– querylog : log all query made to this named
– Refresh : refresh named database
– Reload : reloads  the zone files
– Stats : dump the current named statistics
– Stop : Stop server, after dynamic update and do I

XFR

• rndc.conf 에서 기본 설정을 불러온다 .



DDNS

• DDNS?
– 한 도메인에 대한 IP 가 stable 하지 않으면 do

main 을 통한 접근성 하락 .
– IP 가 바뀐 client 쪽에서 DDNS service 를 지

원하는 server 에 update 를 요청
– db.SPARCS.NET.jnl



Recommended reading

• http://
ftp.isc.org/isc/bind9/cur/9.9/doc/arm/
Bv9ARM.pdf

– BIND 를 이용하는 시스템 관리자를 위한 문서 . 
이외에 관리에 필요한 DNS 유틸도 다양하게 소
개하며 각종 문제 해결책도 제시되어 있다 .

http://ftp.isc.org/isc/bind9/cur/9.9/doc/arm/Bv9ARM.pdf
http://ftp.isc.org/isc/bind9/cur/9.9/doc/arm/Bv9ARM.pdf
http://ftp.isc.org/isc/bind9/cur/9.9/doc/arm/Bv9ARM.pdf


Reference

• EE323 Kyungsoo Park’s lecture slide

• BIND 9 Administrator Reference Manual
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