DNS & BIND
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Name server

DNS 4IZEf|0 €X|Z[0] DNS = HS5th= AMH

DNS database 2t resolver & Egtet,
DNS data = Resource record SHEHZ XA

E 1.EH2IE Y=dFt},
I 2.4 MHAA 1P F=£8 S0 =L

Hatex

4.IPF4-0] FAHOM HO|XIE QFFHL.

52227}t 2 e HO|XE

IB.%!HH'I?P HETH HHE SHo| EAIEC




Resource record
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Domain name 1} 2
T
Name

| | | | | | | - 0|9l 0|5
1 Type

- Mame T : EE '|Qr_6o:|

Class

. internet olA= 1(IN)
Time To Live (TTL) TTL(time to live)

Resource Data Length : CaChe O" I-PCCDI-EEI Al?‘—l-

Rdlength

1 Resource Data : rddata field 9 27|

Resource data

: resource record 2| Ly

Type Class




Record resource(Type)

type info

A(address) SAE 9lipv4
NS(name server) Name server 2| 0|
CNAME(canonical name) SAHMOl host name
SOA(start of authority) zonel| &4 HH
PTR(pointer) Ip =201 CHSt 0| 2
MX(mail exchange) Mail server?| 0|
TXT (text string) =AE E




Resource record(class)

DNS = W A3 ISUs M 7istt ZaXHo=z s 5 47
=> DNS =CHE Z2E=1 A0 TCP/IP & X[#

=> 2 OIZEZ0| M2 CI2 resource record SdS 71 £
A== M9

Class : Zt resource record &4d Zlst

ojlm, tcp/ip = HAE FEJFYIN” ¢ “1” 2 A2 (EYE)




Resolver

D=9 request = 4 AHO|| CHet query HEf= HHS
O query 0 Ciiet response £ TZT130|| XMZEot YEj=E HE T

User Requesl Uast
program o Resolver
Response Reasponse

DNS server

=T kM2 2| Cache of 24
- 48 A7t St HEoll=S

Save| |Read

Cache

DNS client




Domain name space

- \
! jroig W ) -
PTG s <. Root zone oA A|ZFSHA o2{7H <]
r ’ == - = - -~ o
A - — ~ — o [
S ESTTEEY S ERS CER N TER N 5t?l DNS zone @& L&
= = | LY v —
/ Vo =Ly ,' = \ 1 “ \ A\
Il v~ i v \ ! \
1 \ AT \ \ - ~1 0
: . ; - W \ DNS zone 0f|Af 22| X7} ohe| =
‘ 1 - 1 ] \ — =)
! g "m" - Y :V‘ o o \J\]‘ N B e ‘,lv\ iy : D.”IO_IOIII EHOLI- ;I_-IOI_I-E ;I-%l
LR o) [E(EEE B IR IEE], \=O|E] R = A N o N
— = ==y T == =N ! + Ol'ol ED'”OIO'“ ot HotE & &
_— ’ \ - T L D 2= =2 T
LN / \ -
e T T wo___-" Seo_ob T ol
E‘.‘ = A 3
£
5 NS RR (resource record”)
$ names the namesener R
autheritative for i | resource records
é? delegaled subzone ~. |™ associated with name
oA P
s
/7 - |v "delegated subzone" 17 Ty __ zoneof authority,
7 ==~ » 1 y— managed by a name server
¥ kY When a system adminisirator -
! y  wants to ket anolher adminisirator
e g manage a parl of a zone, the firsl
1 | b adminisirator's nameserver delegates see also: RFC 1034 4.2:
L= ~=1 g pantofthe zone to anolher How the database is divided into zones.
-~ - namesener.

— -




DNS zone = LIEILi= text file.
<name><ttl><class><type><data> &Aooz FAE

ex)

Example.com 1h IN NS ns

- ns = example.com 2| nhame server
Example.com 1h IN MX mail.example.com

- mail.example.com 2 example.com 2| H At
(example.com 4 domain name 2 20|Z @ E A2

A Ol

T AALO =




Zone file 0

oconde@sparcs:~S vi fetc/bind/db.SPARCS.0RG

A
143.248.

axidev

onestep
ewblie

IN

IN

odongtong IN
ciwar IN A 143.248.234.
abo IN A 143.
ctv IN A 143.
IN A 143.




sid 7|1 : dns spoofing

1. Z7tx} 24
client 7l dns server £ query & | &5t query E HHHZE
2. MEX HAREHO XHEE dns A7 HHPUS O
client 7t Xt7] local 2 E11 query sk Q3K 42 SHO| S .




242to] 0|Q10] A2 CHE MHE t21717| S ( At Al

ex) sparcs.org Ol|A 37t CrE 2F0| ERal CHE AHE MﬂﬁH

Of & iff, sparcs.org 2t bbs.spracs.org 7t 7t2|7|= ip
CHEA AdH

=> olLto| =i|Ql0] 6dE{7Hel ip

=> H|g 2

StLES| ip FAE 7HXl= d2{7H2] domain O] domain O|E0 L}
ot ChE ClEEL| MY S 7HMA|E & = U= (virtual hosting)




Top-level domain(TLD)

EHelE FEot= 71 2 e (FA0 Ief 27

2Z F=A(of wef =& AEsl Z2] 7|51 ICANN 0N 257

[

CcTLD(country code tid) : 7HE 270 M ALE
273U =0, MAE X+ Aot

Ex) kr, co.kr &

o

gTLD(generic tid) : S8t =% A Fo| w2t AL
ZtACHIF S0 HAE EfE L AAKAL

o
Ex ) com, net, org( H|Ez2| &tA| 2t= % &), edu, gov, mil, .xxx &
|.

New gTLD : gTLD 7} {2 2otA 2014 14 £ A

ZtA0 gtlboff Hsh B, ZHIY 52 £ EctR0f|M o 2 7t US

ex) coffee, email, news




Root domain( #|4¢ dns)

HMA 1370 £ (0= 10, HEZE= 1, =220] 1, €= 1)

CHE L2t M= 0|2 N 2F < &E|= root AH0f|A otX|2 LIE2 S
ofCt! But AtA[X QIEU S 2E| 7ts

OJ2 MHIE 421 0l

2002 A I C|=A BHOE root AH 13CH S 97} 2 U2 0|2
97| 2 anycast 7|22 & AlAH ™ MA 67 22| 0|2 MHE TtF
=> 0|2 20| dns 2o CHEE S& 7Is8lE .

Anycast : BtRE 2} J1& Jte RO R EASH= 7|2
fe|Li2tel 42 2003 Hol 3 i AX| (F-root, J-root, M-root)
2+2t st=2 QIE{Ul TS el , kt, = QIE{Ul HASME0|A 22| .




Domain name

- Label At0|E . 22 E25t1 2 label € LDH rule g @2
LDH rule : Letter(a~z, A~Z) Digit(0-9) Hyphen(-) A2 7ts
- ¢t label of 63 2%, 127 #Hj label 7IX| 7ts
- hyphen @2 Az, ZEY + 8ig
-AEX A2 Q2
St20|= RHE T AICH ..
Punycode 0|8 ( RLIZE EXIEE SAE O|E0f|M SIEE 2XI=E Q1ZAY)
% a

ENAM OtF ex) ot= => xn--3e0b707e



Domain name

H| Y.

- FQDN(fully qualified domain name)
Root zone MM BE| AlZSH= domain name.

ex) www.naver.com.

- PQDN(partially qualified domain name)
&2 =ojelo] HesiM s BRIt gle R0 ArE

ex) naver.com



Domain name

O|FC =2 E&= AS 24
ex) Www.sparcs.org.
=> .(root) > org.(gTLD) > sparcs. > www.(sub domain)

2tA 2210|HEZF www.sparcs.org. £ €11 4/0H
1. local dns MHoO|M %3 (/etc/host ofl X{Z)
2. 7t7t2 dns o ¢IC™ root HYMHZE 22
3. root HIYMHE .org E 21 .org 7l SE& YA 22

o|fAlO=E www.sparcs.org. 2| ip F&AE Y=Lt

I


http://Www.sparcs.org/

BIND(Berkeley Internet Name Domain)

BSD 7|89 Unix A|AERIZ 2o A E DNS software.
MHQ} resolver 2io|E2{2|2 £ .
- DNS software = 7% 0| Mm@l

1980 A &= UCHZE| 4 F| CHerH MOl X2 oH=EA
ISC(internet system consortium) 0|A 22|5 .

20154 12 & bind 10 =A|
bind9 2t 71&25tH7| fI8 bundy = 7iE g




BIND -master, slave server

22 WEQ2 2{7e] DNS AHE 2F2 1, o A\HE master
£ X|™st1 CHE MHE0| master MHE £2E HO|HE 7IHQEE
oA

+ <G40 2t master £ HHY & £~ QULCt.

Secondary master

master E AFES = A 2 2 0] master 2 &= & = UA| otCt,

Developers 1 region 3
i




sudo apt-get install bind9

Alsl :» sudo /etc/init.d/bind9 start
=Xl : sudo /etc/init.d/bind9 stop
MAlst = sudo /etc/init.d/bind9 restart




BIND - nslookup(name server lookup)

apt-get install dnsutils

Domaln name 2 YSIH O A0 CHSE ip =42 7|EF HE
oE EE:|E

]ﬂe joung@jaeyoung-270E53-2570EJ:~S nslookup ara.sparcs.org
127.8.0.53
127.0.0.53#53

Mon-authoritative answer:
Name ! ara.sparcs.org
Address: 143.248.234.103




BIND - DIG(domain information groper)

DNS name server 0 22o|5t7| ¢let HER A 22| HH = 251 Of

=
A=

nslookup =Lt &AM HHE 5.

Option : query type
any : all guery soa : zone file 2] SOAHE
a : network address hinfo : host &
mx : mail exchanger txt: txt




BIND - dig

dig [hostname] : hostname’s zone 0l|A Z¥AE A record
Hiot

dig [hostname] [record type] : hostname’s zone 0| A
UHE O] record type °| record 1t record type 9| list =

dig [hostname] +short :ip address ==

dig @[nameserver address] [hostname] :ISP 2| ZH X} CH
Al name server £ 2E query




BIND -dig

dig [hostname] +trace : +trace E =7Is5tH dig 7t
root name server 2 query £ O[2iZOZ EA6t11 2}
query TS| ZutE H11 SIS X[A|

dig -X [IP address] : ip 40 Cist gk X3

dig [hostname] any : host name 0| Cfiet Z= record
HEst



Whois server 0|AX domain MEE 30}F== software

ex) whois naver.com

Registry Domain ID:
strar WHOIS Server:
Registrar URL:
Updated Da
ation Da

egistrar Registration Expiration Date:

istrar:
strar IANA ID:

Name:
Organization:

Email:
egistry Admin ID:
Admin Name:
Admin Organization:
Admin Street:
Admin City:
Admin State/Province:
Admin Postal Code:
Admin Country:
Admin Phone:
Admin Ph

naver.com
793803_DOMAIN_COM-VRSN
whois.gabia.com
http://www.gabia.com

2010-05-03T10:40:582 domain of cHgt ME 7t O3 XEMISHA| Lt
2023-09-11T00:00:00Z E;Z

Gabia, Inc.
244

|
ok https://icann.org/ ok +
Not Available From = (=]
NAVER Corp. ngl-o‘” I:‘HOI_I- EEE I"l-I:l
NAVER Corp.
6 Buljung-ro, Bundang-gu, Seongnam-si, Gyeonggi-do, 463-867, Korea
Gyeonggl

463463

+82.317841000

white.4818@navercorp.com
Not Available From Registry
NAVER Corp.

6 Buljung-ro, Bundang-gu, Seongnam-si, Gyeonggi-do, 463-867, Korea
Gyeonggi

463463
KR
+82.215883829

+82.317841000
white.4818@navercorp.com

Not Available From Re
NAVER Corp.




BIND &% gl

- /etc/bind/db -
Zone file 2] RR 7|
- /etc/resolv.conf

local 2] name server 2 domain &%

- Jetc/bind/named.conf
Zone file 2 db x| 4H




BIND d3mel

/etc/host.conf => Ip E &#2M =AME Hdl| = Ot

Order : 20ZI&=XNE dns £ %2. host(local 04X ),
bind(dns 42 AHHO|A ), nis( U EYI ME MH|A nis
protocol oA )

Multi => on/off. on & JUCtH /etc/hosts 0| = 0| A9
ip 45 SS9/ 58¢.

4 = o

Alert => on/off. on I|0| UCIH spoof ATV} log =
Al et

Nospoof => on/off. spoof A|=E X7t =2{X[A| &
Trim => domain name 2 2/ 33




BIND d3mel

/etc/resolv.conf
42! A0 £ dns E H&H =

Dynamic resolv.cont(>) Tile Tor glibc resolve

DO Lﬁ; éE:‘ ;k:é FILE BY !
127.0.0.53 is the systemd-resolve:

run "systemd-resolve --st:

B = = E

D nameserver 127.0.0.53

Nameserver [ AFEY HY AMH ]1E F7151H PQDN 2S£ X|27ts



BIND d3mel

/etc/bind/db.~
Zone file 2| RR type ™MEE 7|=3lE.
ex) /etc/bind/db.local(local o Ci$t HE)

: BIND data file for local loopback interface

"
L)

STTL

@ IN SOA localhost. root.localhost. (
) : Serial
: Refresnh
; Retry
: Expire
) : Negative Cache TTL

NS Tlocalhost.
l'j'.
ABAA




BIND 4% mjel

/etc/bind/named.conf
=> zone file & db ?[X], EI¥ 5 HES=2 &H.

i/
// Do any local configuration here

// Consider adding the 1918 zones here, if they are not used in your
// organization
/ /include "/fetc/bindfzones.rfc1918";

// prime the
//zone "." {
/ /type hint;
//file "Jetc/bind/db.root";
{11

server with knowledge of the root servers

ogging {

hannel "named security" {
ile "/var/log/named_security.log" versions 3 size 100m;
severity debug;
print-category yes;
print-severity yes;
print-time yes;

};

disabled { null;};
ory lame-servers { null;};
ory security { named_security; };

tnclude "fetc/bind/sparcs.conf”;




BIND &4 mgl

Zone file 55 3 4%
zone “example.com” {
type [master or slave];
file [ oj 2% ];
[/slave & E=2
// master{ [master =4 1;};
// allow-transfer{[secondary master =41;};
/] 2 0|23l master &3 Jts

};



BIND &% gl

EE dns query £ query file 2 EL1F=-= category =&

Logging {
Channel query.log{
File ~;
};
Category queries {query.log;};
};




BIND &% n¢

ULhnor . delil >
Created: 2001/04/03
vim: ft=named

/

Fone "SPARCS.ORG" in {
type master;
file "Jetc/bind/db.SPARCS.0RG";
notify yes;
also-notify {
143.248.234.114;
143.248.234.113;

};

ey SPARCS.NET. {
algorithm hmac-md5;
secret "mL3TNGYhwUrl4asNYCaR/LirXMkByXOHOHAmMmMUGPRFU=";

i s

Fone "SPARCS.NET" in {

type master;

file "/etc/bind/db.SPARCS.NET";

notify yes;

also-notify {
143.248.234.114;
143.248.234.113;

1

allow-update {
key SPARCS.NET.;

b

y Ll

Jzone "kaist.ac.kr" in {

/ type slave;

/ file "/var/cache/bind/db.kaist.ac.
/ masters {

/ 143.248.1.177;

/ 192.249.24.62;

/
!

};
}:




& o}7|

1. Ara, wiki, sparcs T =5 O AO|EL| WY MH BEE

c>r;1”

=
100n¢e@341&5439&91c'
5 143.

hddress: 143,

Mon-authoritative answer:

Hame :
nddress

Dtl.sparcs.arg
143.248.234.218

ioonde@34ba5439a9bc:~5
Server: 143.248.
248.

hddress: 143.2

Mon-authoritative answer:

Hame :
hddress

ara.sparcs.
143.

org
248.234.1083

1oonde@34ba543%a9bc:~5S
Lerver 143.248.
hddress: 143.248.

Mon-authoritative answer:

Name :
\ddres

wiki,Sparcs,Drg
143.248.234.127

ookup ot
LA7T
L17T#53

ns 1aakup ara

« 177
«17T7#53

ns lojkup wiki
LA77
L17TH#H53




& o}7|

2. local WA HO| local 0|2|2] dns E ':.'_*EI'_(lpEO.:!
o) ALl zone file ol Xt7| O|E 2 £ El dns & T

HX}.

EO 25 A8 =X =eldl 2X},

H OFE dns £ master 2 ZH= slave zonefile BF

O 2t

fujn W




& o}7|

1.Local host AMH

27 .0.0.1 Localhost
123.123.123.123 aaa.com
::1 localhost ip6-localhost ip6-loopback
fe@@::0 ip6-localnet
ffoO::0 ip6-mcastprefix
y ffB2::1 ip6-allnodes
ffe2::2 ip6-allrouters
172.17.0.17 34ba5439a9bc

H
; BIND data file for local leoopback interface
STTL
@ IN SOA aaa.com. root.aaa.com. (

; Serial

; Refresh

: Retry

; Expire

) ;: Negative Cache TTL

2.Zone file

1
2
3
4
5
6
7
8
9

] IN NS ns.aaa.com.
@ IN A
@ IN AAAA

15 jaeyoung IN A




& o}7|

3. Zohe SE

f
2 [/ Do any local configuration here

Iy

! r"l
5 // organization
7 //include "fetc/bind/zones.rfc1918";

9 zone "aaa.com" IN{
type master;
file "fetc/bind/db.aaa.com";

4.Ct= zone 2 slave E AH6{A] aaa.com 2| master 2 07!
Cto MASHCE,

5. dig = Z E|U=X| =reletrt,




il A=

Potato, onion, coffee Miij==2| wheel AMO[L} XI=

http://www.tcpipguide.com/free/t_ DNSMessageResourc
eRecordFieldFormats-2.htm

https://opentutorials.org/course/559/2802
https://help.dyn.com/how-to-use-binds-dig-tool/

http://linuxerhan.blogspot.kr/2007/06/linux-
etchostconf.html

https://help.ubuntu.com/community/BIND9ServerHowt
o

https://www.facebook.com/dnssentry40/posts/1901791

77820203
38 I
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